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Problém

máme množinu S

dát je vel’a
pŕıstup je pomalý (disk, siet’)

vedeli by sme reprezentovat’ S približne s malou pamät’ou?

povoĺıme falošne pozit́ıvne výsledky
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Akamai CDN
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Akamai CDN
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Motivácia

milión aplikácíı, napr.:

Akamai cacheuje iba web objekty, ktoré boli vyžiadané aspoň
2×
BigTable, Postgresql, HBase, Cassandra – odfiltrujú dotazy na
neexistujúce riadky/st́lpce
Google Chrome – škodlivé URL
Bitcoin, synchronizácia peňaženiek
SPIN model checker
Medium
...
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Bloomove filtre
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S = {x1, . . . ,xn}
m bitov

k nezávislých hešovaćıch fn. h1, . . . ,hk : U → [m]

insert(x): nastav bity B[hi (x)] = 1 (∀i)
query(y): skontroluj, či ∀i : B[hi (y)] = 1
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Analýza

predpokladajme úplne náhodné hi

aká je δ = Pr[FP]?

pre dané m,n, aké k máme zvolit’ pre min δ

23 / 78



Analýza

aká je pp., že k náhodných poĺıčok budú 1, ak predtým zahešujeme
n prvkov k-krát?
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Analýza
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Analýza

aká je pp., že 1 náhodné poĺıčko bude 1, ak predtým zahešujeme 1
prvok jedenkrát?
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Analýza

Pr[B[i ] = 1] = 1/m

Pr[B[i ] = 0] = 1−1/m
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Analýza
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Analýza

Pr[B[i ] = 0] = (1−1/m)k

29 / 78



Analýza

aká je pp., že 1 náhodné poĺıčko bude 1, ak predtým označ́ıme
k×n náhodných poĺıčok?

p = Pr[B[i ] = 0] = (1−1/m)nk
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Analýza

aká je pp., že k náhodných poĺıčok budú 1, ak predtým
označ́ıme k×n náhodných poĺıčok?

δ = Pr[FP] = (1−p)k
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Analýza

p = Pr[Bi = 0] = (1−1/m)kn =
(
(1−1/m)m

)kn/m ≈ e−kn/m

δ = Pr[FP] = (1−p)k = exp(k ln(1−p)) =
exp(k ln(1− e−kn/m))

ak zvoĺıme fixné m/n =#bitov na jeden prvok
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Analýza

pre m/n = 2: y = exp(x ln(1− e−x/2))
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Analýza

pre m/n = 10: y = exp(x ln(1− e−x/10))

36 / 78



Analýza
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Analýza

p = e−kn/m −→ k =−m
n lnp

δ = exp(k ln(1−p)) =

exp
(
−m

n
· lnp · ln(1−p)

)
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p = e−kn/m −→ k =−m
n lnp

δ = exp(k ln(1−p)) =

exp
(
−m

n
· lnp · ln(1−p)

)

39 / 78



Analýza

pre m/n = 2: y = exp(−2 lnx ln(1−x))
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Analýza

pre m/n = 10: y = exp(−10 lnx ln(1−x))
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Analýza

opt p = 1/2 = e−kn/m, −→ k = ln2 · (m/n)≈ 0.693(m/n)

pre takto zvolené k je δ = 1/2k ≈ 0.619m/n

resp. m/n ≈ 1.445 lg(1/δ )

napr. ak chceme δ = 1%, zvoĺıme m/n ≈ 9.6, k = 6 alebo 7
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napr. ak chceme δ = 1%, zvoĺıme m/n ≈ 9.6, k = 6 alebo 7

43 / 78



Analýza
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Analýza
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Zhrnutie

Existuje DŠ, ktorej stač́ı ≈ 1.445 lg(1/δ ) bitu na prvok

p = (1−1/m)kn ≈ e−kn/m, optimálne p ≈ 1/2

FPR δ = (1−p)k

napŕıklad stač́ı 10 bitov/prvok a 5 heš. fn. pre FPR< 1%
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Dolný odhad

pre BF nám vyšlo m/n ≈ 1.445 lg(1/δ )

v skutočnosti zhruba tol’ko bitov potrebujeme:

porovnajme počet n-prvkových množ́ın vs. počet m-bitových
stringov

2m︸︷︷︸
počet m-bit. stringov

(
n+ δ (U −n)

n

)
︸ ︷︷ ︸

každý reprezentuje najviac tol’koto množ́ın

≥
(

U

n

)
︸ ︷︷ ︸

počet n-prvkových množ́ın

m ≥ lg

(U
n

)(n+δ(U −n)
n

) ≈ lg

(U
n

)(
δU
n

) ≥ lg δ
−n = n lg(1/δ )
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počet m-bit. stringov

(
n+ δ (U −n)

n

)
︸ ︷︷ ︸
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≥
(

U

n

)
︸ ︷︷ ︸
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m ≥ lg

(U
n

)(n+δ(U −n)
n

) ≈ lg

(U
n

)(
δU
n

) ≥ lg δ
−n = n lg(1/δ )

49 / 78
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m ≥ lg

(U
n

)(n+δ(U −n)
n

) ≈ lg

(U
n

)(
δU
n

) ≥ lg δ
−n = n lg(1/δ )

51 / 78



Odhad počtu prvkov

pre daný Bloom filter – vedeli by sme odhadnút’ počet prvkov
v ňom?
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Odhad počtu prvkov

pre daný Bloom filter – vedeli by sme odhadnút’ počet prvkov
v ňom?

Pr[Bi = 0] = p = e−kn/m

teda E [#0] = me−kn/m

odtial’ odhad počtu prvkov: n∗ = m/k · ln(m/#0)
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Nevýhody

BF sa nedá zväčšit’ – vybudovaný pre konkrétne n,δ

vedeli by sme pridat’ operáciu delete?

nevýhodné pre cache (k náhodných pŕıstupov)
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Podielové filtre
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myšlienka: h : U → [2p], budeme exaktne reprezentovat’

multimnožinu h(S)

{x1,x2, . . . ,xn} 7→h {h(x1),h(x2), . . . ,h(xn)}
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FRP je pp. koĺızie h(x) = h(x ′), pričom h : U → [2p]

δ = 1− (1−1/2p)n ≈ 1− e−n/2p ≤ n/2p

=⇒ p ≈ lg(n/δ ) pre FPR δ
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zoznam h(x1),h(x2), . . . ,h(xn)

hl’adanie O(n) /
pamät’ lg(n/δ ) = lgn+ lg(1/δ ) bitov/prvok /
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hešovanie

hl’adanie O(1) ,
pamät’ 64 + lg(n/δ ) bitov/prvok /
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Podielové hešovanie

h(x) =

p-bitový odtlačok, p ≈ lg(n/δ)︷ ︸︸ ︷
q bitov︸ ︷︷ ︸

podiel – poźıcia v H

r bitov︸ ︷︷ ︸
zvyšok – ulož́ıme
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Podielové hešovanie

hešovanie so zret’azeńım; 2q = Θ(n) poĺıčok, r -bitové zvyšky
ulož́ıme

pamät’ 64 + lg(1/δ ) bitov/prvok /
vieme zrekonštruovat’ celý heš =⇒ vieme mergovat’, vieme
postupne zväčšovat’ heštabul’ku
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otvorené adresovanie s lineárnym sondovańım

bitvektory pre
”
začiatky“ a konce

vieme zrekonštruovat’ všetky heše, mergovat’, dynamicky
zväčšovat’
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ako nájst’ koniec runu?

v lineárnom čase? /

predpoč́ıtat’ rank & select – O(1) čas

predpoč́ıtat’ offsety – (1 + ε)(10 + lg(1/δ )) bitov :-/

bloky po 64: (1 + ε)(2.125 + lg(1/δ )) bitov/prvok ,
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počet jednotiek v prvých i bitoch:

PopCount(v & (2i −1))
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počet jednotiek v prvých i bitoch:

PopCount(v & (2i −1))

poźıcia i-tej jednotky:

TZCnt(PDep(2i ,v))
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delete?
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